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EKCHEPTHUU BUCHOBOK

Jata Bunayi:of0.01.2020 M. Kuis
Bupanmii: ToBapucTBy 3 00MekeHOIO BinmoBinansuicTio « ABTOPY (xom €IPTIOY 32248356)

Ha MiACTaBi pimenHs EXcepTHOI KOMICIi 3 MUTaHb IpoBeneHHS JIEpXKaBHO1 €KCIEPTH3U B cdepi
Kpunrorpadgiusoro 3axucry indopmarii JlepxaBHOI ciyX6H CremiarbHOro 3B'A3KY Ta 3aXHCTY
indopmanii Ykpainu, mporokon Big 17.01.2020 Ne 438.

O6’ext excrieprusn: KJIFOUI EJIEKTPOHHI «SECURE TOKEN-338».

PospoGriennii (BurotoBnenuii): ToBapucTBOM 3 0OMEKEHOIO BimmoimambHicTio «ABTOP»
(xom €IPTIOY 32248356).

Excniepruuif 3akman: Amminictpanis JlepskaBHOI cIy<OH  CremiaibHOro 3B’A3Ky Ta 3axHCTy
inpopmanii Yxpaiau (kox €EJIPTIOY 34620942).

1.B o6’exti excmepTusum Kpunrorpagiuni anropuTMH peani3oBaHO BIiAMOBIAHO 1O BHMOT
ACTY T'OCT 28147:2009, ICTY 7624:2014 (Kamuna-128/128, Kamuua-128/256) y pexuMax
ECB, CFB, CMAC, CBC, KW), JICTY 7564:2014 (y pexumax Kynmnua-384, Kynuna-512),
'OCT 34.311-95, NCTY 4145-2002 (y mominomiansHOMYy Ta ONTUMAJIbHOMY HOPMAaJTbHOMY
0asucax, 3 TOBKUHOIO Kifo4ya 163-509 6ir).

2. B 00’€KTi eKCIIEpTH3U AITOPUTM IeHepallil BUMAJKOBHX MOCIIIOBHOCTEH BilmoBizae Jomatky A
JACTY 4145-2002.

3.B 00’eKTi eKkcmepTH3HW NpPaBUIBHO peani3oBaHo Kpurnrorpadiuni QITOPUTMH MHUPPYBAHHS
TDEA, AES, DES, Busnaueni JICTY ISO/IEC 18033-3:2015 (B pexumax CBC, ECB i CFB,
BusHauenux JICTY ISO/IEC 10116:2015).

4.B 00’eKTi eKcmepTH3M NpPaBHIBHO peani3oBaHo KpunTorpadidauii IrOPUTM TeLIyBaHHS
SHA-1, SHA-256, Buznaueni JICTY ISO/IEC 10118-3:2005.

5. B 00’eKTi eKcriepTU3H NPaBHJIBHO peasli3oBaHO KpurTorpadidnuii anroput™ mudpysamas RSA,
BusHadenuii B PKCS#1 v2.1 RSA Cryptography Standard (3a cxemoro RSAES-PKCS1-v1_5).

6.B o6’exti excrepTM3H TPABHIBHO PEani3oBaHO KPUNTOTpadiuHmii amroput™ €JIEKTPOHHOTO
uapposoro migmucy RSA, Busmauenmit PKCS#1 v2.1 «RSA Cryptography Standard»
(3a cxemamu RSASSA-PSS, RSASSA-PKCS1-v1_5, 3 noBxuHO0O Kitoua 1024-4096 06iT).

7.B 00’€KTi  eKcmepTH3M  NpPaBHIBHO  Peali3oBaHO  KpHITOrpadidnmii ITOPUTM
dopMyBaHHS Ta TepeBipAHHS eJeKTpOHHOro uHudposoro migmucy ECDSA, BusHAYeHmii
JCTY ISO/IEC 14888-3:2015, 3 noBxuHO0O Kiaroya 192-521 6iT.

8.B o6’exti excrepTusu anroput™ BupoGinenus imiToBcTaBki (MAC) 3rimHO anroput™my DES,
TDES peanizoBano Bigmosimao mo FIPS PUB 81 Federal Information Processing Standards
Publication 81 (B pexxumi MAC-CBC).




9.B 06’€KTi eKCHEPTH3H aNropuT™M BHPOGIEHHS IMiTOBCTABKH (MAC) 3rigao amroputmy AES
peamisoBaHo BimmosimHo mo NIST 800-38A NIST Special Publication (8 pexumi
MAC-CBCQ).

10. B 06’€KTi eKcrepTH3n NpaBUILHO Peani3oBaHo aIropuT™ BHpOOJeHHs imMiToBcTaBku (CMAC)
3rifHo anroputMy AES Bixmosimmo 1o NIST Special Publication 800-38B (B pexxumi CMAC).

11. ITopsmok BHpOOIIEHHS CEaHCOBHX KIIOYIB IS mH(ppyBaHHS JaHUX B 00 €KTi €KCHepTH3H
peani3oBaHO BiAMOBINHO 10 moKymeHTa «3acobu K31 Mertomuka BUPOOJICHHSI CEaHCOBOIO KIIOUa,
aBTeHTH(}iKalii, TeHepyBaHHS BUNAIKOBHX MOCIIJOBHOCTEH Ta KOHTpoI0 3acobiB  K3I
AYCA.460709.001».

12. B 06’ekTi ekcrepTusu OGYUHCIEHHS CHiIBHOTO CEKPETy Il KPUNTOrpadidHOro MpPOTOKOIY
Hiboi-I'ennvana, mo 6asyerses Ha kpunrorpapiaaux NEPETBOPEHHAX Yy TPYIi TOYOK €IiITHYHOI
kpuBoi (ECDH), mo peani3oBani Ta BUKOPHCTOBYIOTHCS B 06’€KTi €KCIIEpTH3H, BiIIOBINAIOTH
BUMOTraM Hakasy Anminictparii JlepxaBHoi ¢y 6H crermiaisHoro 3B’A3Ky Ta 3aXHCTy iH(popmamii
Ykpaiau Bin 18.12.2012 Ne 739 «IIpo 3artBepmkenHss Bumor 1o dbopmatiB kpunrorpadiuamx
TIOBIZIOMIIEHB, 3apeeCTPOBaHoro y MinictepeTsi roctumii VYxpainu 14.01.2013 3a Ne 108/22640, Ta
JCTY ISO/IEC 15946-3:2006.

13. O6’ext excrepTHsu BinmoBizae BuMoraM TexHiuHoro 3asnamEs T3.AUCA.467649.062-01
13 lTonosHeHHsAM Ne 1 10 HBOTO B YacTHHI pearizarii (ynkuii kpunTorpadiunux mepeTBOpEHS.

14. O6’ext excriepTH3y, sk 3aci6 KpunTorpadiaaoro 3axucty Buny «B» (xateropiit «I1I», «K», «Py,
«II») mMoxe OyTH BHKOpHCTaHMI SIK CKJIa0Ba YacTHHA npu no0ymoBi 3aco6iB kpumrorpadiyHOro
3aXUCTy iH(popManii BUiB «A» Ta «By, NIpu3HAYEHUX VTS KpHITOrpadidHOro 3axucTy iHdopmarii 3
0OMeXeHHM NocTymoM (KpiM ciyx6oBoi indopmarii Ta inopmanii, Mo CTAHOBHTH JEp)KaBHY
TAEMHHIIIO), Ta BiAKPHUTOI iH(OpMaILii, BUMOra 1010 3aXHCTY SKOi BCTAHOBJIEHA 3aKOHOM.

15. O6’ext excriepTnsy, sk 3aci6 kpunTorpadiaaoro 3axucty Buny «B» (kareropii «I1») mosxe Gytu
BUKOPUCTAHUH SK CKJIaZ0Ba YaCTHHA TIpH 1100y 10Bi 3ac06iB Kpunrorpadiusoro 3aXUCTy iH(popMaIIii
BUIIB «A» Ta «Bb», nmpu3HaueHHX I KpunrorpadiuHoro 3axucry inpopmanii 3 o6MexeHHM
moctynoM (KpiM iHdopmamii, 10 CTaHOBUTH NepKaBHY TAaEMHHUIIO), Ta BIIKPHUTOI iH(oOpMarii,
BHMOTa II0JI0 3aXMCTY SIKO1 BCTAHOBJIEHA 3aKOHOM.

OcobimuBi yMOBH (peKoMeHAauii): [is eKCIepTHOro BHCHOBKY IIOLIMPIOETECS Ha 3pa3KH 00’€KkTa
€KCIIEPTH3H, BUTOTOBJIEH] BilNOBIAHO 10 TexHiunmX yMOB TY V 26.2-32248356-029:2020.

Tepmin nii excrieptHOro BUCHOBKY — 110 17.01.2025.

I'onosa Ciyx6u Banentun ITIETPOB
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